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Chapter 2

R I G H T  T O  P R I V A C Y

INTRODUCTION

TT he right to privacy is protected by the Fourth
Amendment to the Constitution. The Fourth
Amendment limits the government’s search and

seizure powers to “prevent arbitrary and oppressive inter-
ference by enforcement officials with the privacy and
personal security of individuals.”74 It protects our “right
to be left alone,” a right which U.S. Supreme Court
Justice Louis Brandeis termed “the most comprehensive
of rights, and the right most valued by civilized men.”75

In the wake of September 11, many longstanding prohibi-
tions on government surveillance powers were revoked —
with little public discussion or debate. In the last six
months, Congress and the courts have made some efforts
to check new proposals to further expand the administra-
tion’s surveillance powers and its access to the personal
data of U.S. citizens and others. In other instances, they
have allowed further
overreaching and
secrecy by the 
executive branch. 

One important aspect
of the recent debate
involves Operation
TIPS, a neighbor-to-
neighbor spy program
proposed by the
Justice Department and designed to encourage citizens to
report on the “suspicious activities” of people in their
communities. There was a note of irony in Attorney
General Ashcroft’s advocacy of TIPS — as a senator he
had criticized the previous administration’s “paranoid and
prurient interest in [monitoring] international e-mail” as
“a wholly unhealthy precedent” — warning that the
American people should not “hand Big Brother the keys
to unlock our e-mail diaries, open our ATM records or
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translate our international communications.”76 As attorney general,
Ashcroft pressed hard for the establishment of Operation TIPS, but
Congress turned him down. The final bill establishing the Department
of Homeland Security includes a provision banning Operation TIPS. 

Despite the strong public reaction against Operation TIPS, the Bush
Administration is pursuing an even more invasive initiative: the Total
Information Awareness (TIA) program. Total Information Awareness, as
its name suggests, is a comprehensive data-mining project, powered
by a computerized system that would tap into, integrate, and extrapo-
late data from thousands of public and private databases. The
Pentagon-based project would link data from a wide variety of sources
(such as private healthcare records, employment records, school
records, library records, and information on purchases) with the moni-
toring of domestic and international e-mail traffic. As proposed, TIA
then would develop a comprehensive data profile of citizens and non-
citizens utilizing: biometric, financial, education, travel, medical,
veterinary, country entry, transportation, housing, government, critical
resources, and communications data.77 Following a public outcry from
many quarters, however, Congress passed a temporary ban on funding
for TIA until it could assess its impact on civil liberties. 

The administration has also drafted new legislative proposals that
would further infringe on Fourth Amendment privacy rights by expand-
ing law enforcement surveillance and intelligence gathering powers.
The Domestic Security Enhancement Act of 2003 (known informally as
PATRIOT II) would dramatically expand the scope of the Foreign
Intelligence Surveillance Act, end consent decrees against illegal
police spying, and establish a Terrorist Identification Database, a DNA
database that would allow the government to collect genetic informa-
tion on convicted terrorists as well as on those the government
suspects of being involved in terrorist activity. 

ACCESS TO LIBRARY AND BUSINESS RECORDS

The government has achieved much of its data gathering by demand-
ing that retailers, libraries, schools, internet service providers, and
others turn over client information. Section 215 of the USA PATRIOT
Act requires libraries, bookstores and other venues to turn over busi-
ness records, documents, and other items on demand if the FBI has
declared that the items are being sought for an ongoing investigation
related to international terrorism or clandestine intelligence activities.
Many commercial establishments reportedly have turned over client
information without objecting to the government’s requests. 



This invasion of privacy regarding personal information is exacerbated
by provisions that keep secret the fact that the government has
accessed this information. Section 215 of the USA PATRIOT Act
makes it a crime to reveal that the FBI has seized customer records.
This means, for example, that a librarian who speaks out about being
forced to reveal a patron’s book selections can be subject to prosecu-
tion.78 Even information on the general direction and scope of
measures to seize consumer records has been suppressed. In July
2002, House Judiciary Committee Chairman James Sensenbrenner (R-
WI) requested information about whether Section 215 of the USA
PATRIOT Act had been used to access library, bookstore or newspaper
records and, if so, how many times. But the Justice Department
refused to answer, saying that such information is classified.79

Librarians and booksellers have been outspoken about the potential
these new measures have to chill freedom of expression and inquiry. In
some parts of the United States, these groups have considered chang-
ing their record systems to limit the personal information they acquire
from their clients.80

The American Library Association (ALA) and other major library organi-
zations have introduced new guidelines for dealing with federal
warrants while discussing how to document intrusive measures without
putting librarians in legal peril. In a December 11, 2002 consultation,
these organizations, including the ALA, the American Association of
Law Libraries, and the Special Libraries Association, recommended
that “[l]ibrarians should document all investigative actions related to
the USA PATRIOT Act.”81

The American Library Association’s Freedom to Read Foundation
(FTRF) and the American Booksellers Foundation for Free Expression
(ABFFE) joined the ACLU and the Electronic Privacy Information
Center in an October 24, 2002 lawsuit brought to request information
on subpoenas issued to bookstores and libraries under the USA
PATRIOT Act.82 The lawsuit summarized the scope of Section 215: 

[T]he new provision can be used to obtain circulation
records from libraries, purchase records from bookstores,
academic records from universities, medical records from
hospitals, or e-mail records from internet service providers.
The government need not show probable cause or any
individualized suspicion of criminal activity; rather, it need
only assert that its request is “for an authorized investiga-
tion . . . to protect against international terrorism or
clandestine intelligence activities.
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To understand how the new law can result in a widespread invasion of
privacy, it is instructive to examine what happened when the govern-
ment became concerned that underwater diving skills might be used to
perpetrate a terrorist attack. Based on this concern, the FBI attempted
to acquire the records of everyone who had taken a scuba-diving
course with a dive shop or at the local YMCA. Instead of investigating
particular individuals about whom the government might have suspi-
cions, the FBI sought to collect personal information on all scuba
diving students in order to spot potential wrongdoers. The operation,
which may have produced personal details on millions of Americans,
came to light when a small dive shop in California — Reef Seekers
Dive Company — refused to turn over records on clients, “even when
officials came back with a subpoena asking for ‘any and all documents
and other records relating to all noncertified divers and referrals from
July 1, 1999, through July 16, 2002.’”83 The subpoena was withdrawn
when it was made clear that it would have to be defended in a court 
of law.84

EXPANSION OF POWERS UNDER THE FOREIGN INTELLIGENCE 
SURVEILLANCE ACT (FISA)

BACKGROUND TO FISA

Congress enacted the Foreign Intelligence Surveillance Act (FISA) in
1978 to create a separate legal regime for the gathering of foreign
intelligence information, as opposed to domestic law enforcement
information.85 FISA grants the FBI exceptional powers to monitor
foreign powers and their suspected agents in counterintelligence oper-
ations within the United States.86 In using these powers, the FBI is
exempt from the traditional Fourth Amendment requirements applica-
ble to criminal investigations. 

Under FISA, for example, the FBI submits warrant applications to the
Foreign Intelligence Surveillance Court, a secret court that hears the
government’s applications ex parte (hearing one side only). In order to
obtain warrants under FISA, moreover, the government does not have to
demonstrate probable cause of a crime.87 Instead, the FBI must demon-
strate only that there is probable cause to believe that the target of the
surveillance is an agent of a foreign power.88 In order to obtain FISA
warrants against “U.S. persons” (i.e., U.S. citizens and legal perma-
nent residents of the United States), however, the government also has
to establish that the activities “involve” or “may involve” a violation of
criminal statutes (a lower standard than applicable under ordinary crim-
inal law).89 For “non-U.S. persons,” on the other hand, the government



does not have to make any showing that the suspected foreign agent is
doing, or is planning to do, anything illegal.90

After obtaining a FISA warrant, the FBI can conduct surveillance and
physical searches against a suspected foreign agent for a period of 90
days and against a foreign power for an entire year. The searches and
surveillance are carried out surreptitiously, without any notice to the
people being monitored unless and until they are prosecuted.
Furthermore, even if the targets are prosecuted they are generally not
permitted to challenge the substance of the government’s FISA appli-
cations and affidavits, as FISA mandates an in camera (closed
chambers), ex parte review of these materials “if the attorney general
files an affidavit under oath that disclosure or an adversary hearing
would harm the national security.”91

Because of the extraordinary nature of these powers, Congress limited
the circumstances under which they could be used. The FBI could only
use its FISA powers for “the purpose of” gathering foreign intelligence
information. The Foreign Intelligence Surveillance Court implemented
procedures to enforce this line, trying to ensure that the information
obtained through FISA searches and surveillance was not used sub
rosa in criminal prosecutions.92

USA PATRIOT ACT AMENDMENT

At the urging of the administration, however, Congress significantly
expanded the government’s FISA powers shortly after September 11,
2001. Under Section 218 of the USA PATRIOT Act, the FBI can now
seek FISA warrants when the gathering of foreign intelligence is merely
“a significant purpose” of the warrant — a slight change in wording
that has far-reaching implications. The administration immediately
argued that the FBI could now seek a FISA warrant when the govern-
ment’s “primary purpose” was the gathering of information for
domestic criminal investigations.93 This interpretation would mean that
FISA, which was enacted to facilitate the gathering of foreign intelli-
gence information, could now be used as a way to sidestep Fourth
Amendment requirements in regular criminal investigations.

The Foreign Intelligence Surveillance Court did not agree with the
administration’s position. In May 2002, the secret FISA court issued its
first ever public opinion, unanimously finding that the administration’s
interpretation of the amendment would turn the entire purpose of FISA
on its head.94 The court — composed of seven federal judges95 —
imposed restrictions on the administration’s interpretation of its new
powers, refusing to permit domestic law enforcement officials to “make
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recommendations to intelligence officials concerning the initiation, oper-
ation, continuation or expansion of FISA searches or surveillance.”96

The Department of Justice appealed the decision to the Foreign
Intelligence Surveillance Court of Review (“the Court of Review”), a
court composed of three semi-retired federal judges.97 This court was
created specifically to hear ex parte government appeals of FISA appli-
cations that have been denied by the Foreign Intelligence Surveillance
Court (there is no mechanism for hearing appeals of successful FISA
applications). The government had never before filed an appeal with
the Court of Review, however, as the Foreign Intelligence Surveillance
Court has never denied a FISA application out of the thousands of
applications it has reviewed.98 On September 9, 2002, the Court of
Review convened for the first time in its 24 year history to consider
the Department of Justice’s appeal in this case. 

The Court of Review overruled the FISA court’s decision on November
18, 2002.99 The court determined that Congress had intended to relax
the barriers between criminal law enforcement and foreign intelligence
gathering when it passed the USA PATRIOT Act.100 It held that the
government could now lawfully use its extraordinary FISA powers in
criminal investigations, so long as those investigations had some
purpose of gathering foreign intelligence information. This was true
even when the government’s primary purpose was to prosecute a
crime, provided that the crime, itself, was a “foreign intelligence
crime” (such as espionage or terrorism).101 Under such circumstances,
according to the court, criminal law enforcement officials could now
directly influence the initiation and operation of searches and surveil-
lance under FISA.102

In so holding, the Court of Review did not accept all aspects of the
administration’s expansive interpretation of its new FISA powers.
Although the court held that the government’s primary purpose could
now be the prosecution of a crime related to foreign intelligence,103 it
also held that “the FISA process cannot be used as a device to inves-
tigate wholly unrelated ordinary crimes.”104 The court also noted,
however, that ordinary crimes would sometimes be inextricably inter-
twined with foreign intelligence crimes. In these intertwined cases,
the government will now be able to use FISA and bypass traditional
criminal law standards, provided that its investigation also serves
some counterintelligence purpose.105



THE ADMINISTRATION’S NEW PROPOSALS FOR EXPANDING FISA

Not satisfied with the expansion of its FISA powers under the USA
PATRIOT Act (as endorsed by the Court of Review), the Department of
Justice has been drafting new proposals to further expand its FISA
powers.106 These measures, part of the draft PATRIOT II bill, would
further weaken the already tenuous line separating counterintelligence
operations from domestic criminal investigations. 

One PATRIOT II proposal would significantly increase the scope of
FISA by altering the definition of a “foreign power.” Currently, a
foreign power under FISA is either a foreign government or a foreign
organization (ranging from a foreign political organization to a group
engaged in international terrorism). Section 101 of the draft bill would
expand the definition of a foreign power to cover individuals (including
U.S. citizens and permanent residents) suspected of engaging in inter-
national terrorism, but who have no known links to any foreign
government or to any group engaged in international terrorism. By
including unaffiliated individuals within the definition of a “foreign
power,” the administration would weaken the already minimal due
process protections applicable in FISA proceedings. Under the propos-
al, the administration could obtain a FISA warrant without even
establishing that there is probable cause to believe that the target is
an agent of a foreign power.107

Another proposal in the PATRIOT II draft bill would break down the
current distinction under FISA between “U.S. persons” and “non-U.S.
persons.” As discussed above, in order to get a FISA warrant against a
U.S. citizen or legal permanent resident, the administration currently has
to show that the person is engaged in activities that “involve” or “may
involve” some violation of law. For “non-U.S. persons,” (i.e., those who
are neither U.S. citizens nor legal permanent residents) however, the
administration does not have to make any such showing. Section 102 of
the draft bill would eliminate this distinction and apply the lower non-
U.S. person standard to U.S. citizens and permanent residents.108

A third PATRIOT II proposal would expand the circumstances under
which the government can sidestep the FISA courts altogether, using
its FISA powers without any judicial review. The attorney general may
currently authorize the use of FISA powers without a warrant, for
example, for up to 15 days following a congressional declaration of
war. Section 103 of the draft bill would expand the scope of the
wartime exception, allowing it to be invoked after Congress authorizes
the use of military force or after an attack on the United States “creat-
ing a national emergency.” Presumably, the administration would

21



22

unilaterally decide when such an attack had occurred and whether it
had created a period of national emergency.109

PRIVACY AND THE NEW HOMELAND SECURITY DEPARTMENT

As finally adopted, the Homeland Security Act enacted some important
privacy protections, including a prohibition on the neighbor-to-neighbor
spy initiative Operation TIPS and a ban on the development of a nation-
al ID card. The law also recognized the need for internal oversight by
creating a Privacy Officer, a Civil Rights and Civil Liberties Officer, and
an Inspector General in the Department of Homeland Security. In order
to provide meaningful checks on Department action, however, these
offices will need sufficient funding, and enhanced enforcement authori-
ty, as well as strong appointments. In particular, the Inspector General’s
office should have an official designated to receive complaints from the
public regarding violations of civil rights.110

TOTAL INFORMATION AWARENESS (TIA)

The proposed Total Information Awareness Project (TIA), directed by
retired Admiral John Poindexter at the Information Awareness Office
(IAO) of the Defense Advanced Research Projects Agency (DARPA), is
intended to allow the government to utilize data-mining to aggregate
and analyze all public and private commercial database information to
track potential terrorists and criminals.111 The program aims to develop
a comprehensive data profile of citizens and non-citizens alike, drawing
on databases and public and private records of all kinds.112 Many of the
most intimate, personal details of the daily lives of all Americans would
be subject to surveillance and cataloging by the federal government. As
envisioned, TIA would enable the federal government to collect compre-
hensive personal data on ordinary people including driving records, high
school transcripts, book purchases, medical records, phone conversa-
tions, e-mail, and logs of Internet searches.

The development of TIA began without public notice or a single con-
gressional hearing. No oversight or accountability mechanisms were
built into TIA or comparable data-mining efforts by the government. As
the public began to learn about TIA and its designs, information about
the program started to disappear from the official TIA website.
Biographical information about the TIA development team appeared
and then was removed from DARPA’s Information Awareness Office
website in November; next the TIA logo, a globe topped by an all-



seeing eye on a pyramid with the slogan, “Knowledge is Power,” were
removed from the site; and finally diagrams describing how TIA was to
operate have been replaced by less detailed versions.113

Members of Congress from across the political spectrum expressed
grave concerns about the program, including Senators Grassley (R-IA),
Collins (R-ME), Feinstein (D-CA), Harkin (D-IA), Inouye (D-HI),
Schumer (D-NY) and former Representatives Armey (R-TX), and 
Barr (R-GA). A broad range of groups including CATO, ACLU, the Free
Congress Foundation, and the Eagle Forum have also raised questions
about the privacy and constitutional implications of TIA. Former House
Majority Leader Dick Armey (R-TX) commented that TIA is the “only
thing that is scary to me.”114

New Senate Governmental Affairs Committee Chairwoman Susan
Collins (R-ME) also raised alarm regarding the danger that data-mining
by the Department of Homeland Security poses to privacy, saying TIA
presents “the specter of the government using massive databases to
compile information on individuals [when] there are no allegations of
wrongdoing,” and “raises extraordinary concerns about individual
privacy.”115 Senator Feinstein (D-CA) expressed strong reservations
about TIA stating, “This is a panoply, which isn’t carefully conscribed
and controlled, for a George Orwell America. And I don’t think the
American people are ready for that by a long shot.”116

Criticism of TIA was not limited to concerns about privacy. The
program’s lack of oversight was also a concern of many critics. New
York Times Columnist William Safire wrote, “This is not some far-out
Orwellian scenario. It is what will happen to your personal freedom in
the next few weeks if John Poindexter gets the unprecedented power
he seeks.”117 Senator Grassley (R-IA) expressed concerns about TIA
funding, specifically the spending of Department of Defense resources
on research for domestic law enforcement.118

In February 2003, Congress included in an omnibus spending bill a
Senate-passed provision, sponsored by Senator Wyden (D-OR), that
temporarily banned all funding for TIA until the program could be
further explained and its impact on civil liberties assessed.119 Under
this provision, TIA will receive no funds until the Attorney General,
Director of Central Intelligence and Secretary of Defense provide a
detailed report to Congress, within 60 days of passage of the bill, on
the use of TIA. The report requires: an assessment of TIA’s impact on
civil liberties and privacy; a detailed explanation of the use of funds;
any technology transfer to other agencies; and a schedule for research
and development.120
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PROPOSALS TO TERMINATE RESTRICTIONS ON SPYING 
BY LOCAL POLICE

Last year, Attorney General Ashcroft unilaterally lifted restrictions on
domestic spying by the FBI that had been put in place after revela-
tions that the government had conducted oppressive surveillance on
Martin Luther King, Jr. and other civil rights leaders deemed “subver-
sive.” Many egregious violations of civil rights and civil liberties
occurred during the 1950s and 1960s at the hands of local police
departments, including the New York City Police Department’s Red
Squad and the Bureau of Strategic Services (BOSS), which targeted
individuals and groups for surveillance and harassment based on their
political or religious beliefs and associations. Many state and local law
enforcement agencies, some with disturbing histories of similar
abuses, are party to court-supervised consent decrees arising out of
legal challenges to these practices. These consent decrees prohibit
illegal spying by police departments, and as such the Justice
Department argues that they inhibit “effective cooperation” with the
federal spying now permissible under the new Ashcroft guidelines.

The Domestic Security Enhancement Act of 2003 (Patriot II), the draft
Justice Department legislative proposal, would address this problem by
abolishing virtually all of these consent decrees and effectively pre-
venting future consent decrees to oversee prohibitions on spying by
local police forces. 

Attorney General Ashcroft has said that the prohibitions against police
spying are “a relic.” Yet just last year it was revealed that the police
department of Denver was spying on many local individuals and organ-
izations, including nuns and advocates for Native Americans. The
Denver police had secretly labeled organizations like the Quaker group,
the American Friends Service Committee, “criminal extremist” organi-
zations.121 The Portland Tribune recently uncovered evidence of
widespread police spying on “a food co-op, a bicycle repair collective,
and a group that was setting up a shelter for abused women.”122

Recently, New York City and Chicago have won legal battles to end
consent decrees that prohibited their police from spying. But others
question the efficacy of permitting police spying in the war against
terrorism. Chicago authorities say the city police have yet to utilize the
new spying powers and Los Angeles has not chosen to challenge its
consent decree.123



CREATING A TERRORIST IDENTIFICATION DATABASE 

Another proposal contained in the Justice Department’s draft PATRIOT
II bill with far-reaching implications for privacy rights is the creation of
a “Terrorist Identification Database.” This proposal would authorize the
administration to collect the DNA of anyone considered a suspect and
of any non-citizens deemed to have any form of association with a
“terrorist organization.”124 Even those merely suspected of terrorist
involvement would be required to submit DNA samples for inclusion in
the database. One could be labeled a suspected terrorist for associa-
tion of any kind with a group designated as a terrorist organization.
Non-compliance with requirements to surrender samples to the DNA
database would be a crime punishable by up to one year in prison and
a $100,000 fine.125

Requiring individuals who have not been convicted of any crime to turn
over their DNA, without a court order and without strict safeguards on
data security is a particularly egregious invasion of privacy. Providing
genetic information is far more invasive than a fingerprint, and pro-
vides personal information that is particularly subject to abuse by
either government agencies or the private sector. DNA may, for
example, disclose a pre-disposition to certain physical or mental ill-
nesses.126 Requiring genetic information is troubling because it invades
the privacy of not just individuals but entire families and their descen-
dants.127 The DNA database provision of PATRIOT II would put
information that comprises the very essence of personal identity into
unregulated government control. 

RECOMMENDATIONS

1. Congress should amend the Homeland Security Act to give the
agency’s Privacy and Civil Rights Officers full access to informa-
tion, enforcement authority and resources. 

2. Congress should amend the Homeland Security Act to establish a
designated official within the Inspector General’s office to receive
complaints regarding specific violations of civil rights.

3. Congress should amend article 215 of the USA PATRIOT Act to
restore safeguards against abuse of the seizure of business records,
and in particular the records of libraries, bookstores, and educa-
tional institutions where seizure poses a particular risk of
endangering freedom of expression. 
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